CYBERSAR

Protecting Eurasian Civil Society

We live in a time of greatly heightened security awareness, following wave after wave of global malware
attacks. However, cyber vulnerability has remained an everyday reality for civil society actors across the
Eurasia region. From Central Asia to the southern Balkans, human rights defenders and journalists have
been targeted because of their work. While the severity and magnitude of the phenomena vary between
countries, such actors nonetheless encounter an array of intrusions into their on- and oﬀ-line security.
Cyber breaches can have signiﬁcant consequences for the day-to-day work and safety of at-risk civil
society organizations. Spyware exposes conﬁdential communications, networks and identities. Malware
damages data, networks and devices. Staﬀ use of social media and mobile devices can cause signiﬁcant,
unintended information breaches. The loss of conﬁdential information can put programming, staﬀ and
partner/beneﬁciary networks at extreme risk.
In response to these challenges the Cyber Security Audit and Remediation (‘CyberSAR’) project is a
two-year eﬀort that oﬀers cutting-edge digital safety research and support for high-risk civil society
organizations across the Eurasia region. CyberSAR strives to measurably reduce the cyber vulnerabilities
of selected high-risk organizations through a combination of security audits, real-time remediation of
threats and risks to communication devices, extended training, and policy support.
The CyberSAR process has 8 steps summarized in the diagram overleaf. These protective measures are
provided by highly-experienced CyberSAR experts deployed in the ﬁeld. The overriding priority is to help
beneﬁciaries protect their data, identities and operations online, and to conﬁdently use communications
devices.
The project also seeks to generate and disseminate evidence-based research on the Eurasian cyber
risk/threat environment for civil society in the region. The project will produce and disseminate real-time
cyber security alerts, analytical bulletins and technical advice.
For further information about the project please contact the CyberSAR Senior Program Manager, Matthew
Pringle (m.pringle@secdev.foundation).

The CyberSAR Security and Remediation
Audit Process
PRE-AUDIT SURVEY
Once your organization has agreed to
participate in the audit process we will
DVNVHOHFWHGVWDPHPEHUVWR
FRPSOHWHDSUHDXGLWVXUYH\ HLWKHU
RQRURɞLQH 7KLVLQIRUPDWLRQZLOO
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POST-AUDIT DISCUSSION
7KHVLWHYLVLWZLOOFRQFOXGHZLWKD
YHUEDOEULHȴQJRIWKHPDLQȴQGLQJV
highlighting any critical digital security
ULVNVDQGVNHWFKLQJRXWIROORZXS
DFWLRQ:HZLOODWWHPSWWRSURYLGH
UHPHGLDWLRQIRUDQ\SUHVVLQJVHFXULW\
ULVNVRQWKHVSRW
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2XUWHDPRIGLJLWDOVHFXULW\H[SHUWV
ZLOOYLVLW\RXURUJDQL]DWLRQDQG
FRQGXFWDQRQVLWHDVVHVVPHQWRI
your digital security practices and
SURFHGXUHV.H\HDV\WRȴ[
YXOQHUDELOLWLHVZLOOEHDGGUHVVHGLQ
UHDOWLPHWKURXJKKDQGVRQ
UHPHGLDWLRQ
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RECOMMENDATIONS
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POST-AUDIT REMEDIATION
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ΖQWKHSHULRGDIWHUWKHDXGLWWKHWHDP
ZLOOZRUNZLWK\RXWRUHVROYHDQ\F\EHU
security issues highlighted in the
UHSRUWDQGWRWUDLQVWDWRLPSOHPHQW
JRRGGLJLWDOSUDFWLFHVDQGGHYHORS
VLPSOHRUJDQL]DWLRQDOSROLFLHV7KH
WHDPZLOODOVREHRQKDQGWRSURYLGH
RQJRLQJWHFKQLFDOVXSSRUWDQGDGYLFH
DVDQ\WKUHDWVHPHUJH
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RUJDQL]DWLRQȇVRQOLQHSUHVHQFH LH
WKURXJKLWVZHEVLWHDQGVWDXVHRI
VRFLDOPHGLD WRGHWHUPLQHLISULYDWH
RUVHQVLWLYHLQIRUPDWLRQLVEHLQJ
H[SRVHGZKLFKLQWKHKDQGVRIDQ
XQIULHQGO\SDUW\FRXOGEHGDQJHURXV
:HZLOOSURYLGHJXLGDQFHRQKRZWRȴ[
DQ\SUREOHPVLQFOXGLQJWKURXJK
KDQGVRQUHPHGLDWLRQ
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WKHFXUUHQWVWDWHRI\RXURUJDQL]DWLRQȇV
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LQLWLDODXGLWWKH6HF'HYWHDPZLOO
FRQGXFWDIROORZXSYLVLWWR\RXU
RUJDQL]DWLRQWRGHWHUPLQHZKHWKHU
key digital security policies and
practices are still in place and good
GLJLWDOK\JLHQHLVEHLQJSUDFWLVHGE\
VWD

